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Abstract 
It has been 20 years since the Internet, Internet crimes have been moving to the second stage in recent years. The awareness raising activities 
that are being conducted by various industry associations greatly contribute to reducing the troubles that are taking place now; these activities 
are to be favorably evaluated to a certain extent. However, they fall short of establishing systematic knowledge or leading to systematic 
learning to proactively prevent damage that could occur in the future. The field of Āinformation” is still new and even the definition of 
information is not well known. The present study therefore defines what “information” is and clarifies the concept of the capacity of reading 
and writing information (information literacy). The aim of this paper is to develop ontology for information literacy, which is paramount for 
everyone to create a future in the field of “information” and acquire the wisdom to proactively prevent troubles that could take place in the 
future. 
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1. Introduction 
 It has been 20 years since the Internet spread to households. Problems caused by the Internet and smartphone 
applications have been regarded as youth problems.  
 Some of the government’s efforts to tackle these problems are as follows. The Cabinet Office is conducting activities to 
raise public awareness, having prepared the handbook for setting up Internet user environments for youth (for parents, teachers, 
and instructors)” in July 2014. The National Police Agency is handling problems caused by the Internet and smartphone 
applications on the basis of three points: occurrence of and measures against various crimes arising from dating websites; 
training and support of volunteers for the prevention of cyber-crimes; and measures taken at the Internet Hotline Center. The 
Ministry of Internal Affairs and Communications established the Consultation Center on Illegal and Harmful Information. The 
Ministry of Internal Affairs and the Ministry of Education, Culture, Sports, Science and Technology are promoting slogan 
activities for safe and secure use of information and communication as well as e-net caravan activities. The Civil Liberties 
Bureau and the Legal Affairs Bureau of the Ministry of Justice have set up a basic plan against human rights violations on the 
Internet. The Ministry of Economy, Trade and Industry is conducting activities to raise awareness about its principal measures 
for the improvement of Internet user environments for youth. In addition, various industry associations provide lectures on 
demand free of charge [1]. 
 Thanks to these efforts, according to research on the symbiosis society policy by the Cabinet Office (a study of the 
Internet user environments for youth), the utilization rate of filtering by primary school students increased to 77.6% in 2010. 
However, the figure dropped to 66.2% in 2011 with the spread of smartphones. The current figures of junior high school and 
high school students are 61.1% and 49.3%, respectively. 
 On the other hand, whereas, the number of child victims of dating websites dropped from 1,203 in 2009 to 726 in 2013, 
that of community websites rose from 1,347 in 2009 to 1,804 in 2013. Regarding crimes due to dating websites, the number of 
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violations of the Youth Development Ordinance declined from 149 in 2009 to 54 in 2013, and the cases of child prostitution 
dropped from 358 in 2009 to 123 in 2013. 
 Although it is partly possible to prevent problems arising from the Internet with automatic control such as filtering, 
awareness raising and education is considered to have greatly contributed to it. Awareness raising is likely to be effective in the 
areas that are associated with youth problems, because ministries and various industry associations actively provide resources on 
youth education free of charge. In addition, school education also plays a significant role. 
 However, recently, Internet crimes have been moving to a new level. The problem with dating websites, smartphone 
applications, and the Internet, which has so far been underrated as a youth problem, is being recognized as something that also 
causes damage to people other than youth. For instance, there was a case of a dentist who suffered a loss of several hundred 
million yen through a patient referral application for smartphones. In another case, an elderly person was charged 10 million yen 
for the use of emails on a “dating” website specialized for the elderly. The profit of the dating company that was managing this 
website amounted to 11.6 billion yen—the scale of the money involved is totally different from youth cases. Yet another case 
involved a legislator who committed suicide as the result of psychological suffering caused by the comments posted on his 
website. 
 Matters that one does not think one understands rarely cause a large damage. It is beliefs such as “I understand,” “it is 
easy,” and “I can also do it” that cause great damage. The dating company geared toward the elderly took advantage of this very 
fact. People in their 70s sometimes use social networking services (SNSs) more proficiently than university students. Indeed, a 
person in his late 70s introduced to the authors a new stamp for read and ignored messages on SNSs*. It is highly unlikely for this 
person to fall victim to an Internet crime because he is well aware of the problems of read and ignored messages on SNSs and 
compares stamps for such messages. SNSs are no longer tools that are hard to manipulate for the elderly, as they are also 
considered easy for primary school students. While the latter have various opportunities to be educated on SNSs, it is nearly 
impossible to educate adults, who are no longer open to learning because they have achieved positions such as a doctor or lawyer. 
Therefore, for the time being, it will be difficult to prevent cases arising from the Internet in which adults suffer losses of tens or 
hundreds of million yen. 
 However, it is possible to change the future. Education is not about providing knowledge on an ad-hoc basis. The 
Fundamental Law of Education was established “to establish and promote the basis of education that opens up the future of our 
country in accordance with the spirit of the Constitution of Japan.” Therefore, education provides a place to learn the knowledge 
for creating the future and proactively prevent future problems. Thus, the curriculum guidelines provide systematic learning 
content that corresponds to developmental states in the fields that have been established as subjects.  
 The activities to raise awareness that are being conducted by various industry associations greatly contribute to reducing 
the problems that are occurring now; these activities are to be favourably evaluated to a certain extent. However, they fall short 
of establishing systematic knowledge or leading to systematic learning to proactively prevent damage that could occur in the 
future. 
 The field of “information” is still new and the definition of information is not well known. This study, therefore, defines 
what “information” is and clarifies the concept of the capacity of reading and writing information (information literacy). The 
study aims to develop ontology for information literacy, which is paramount for everyone to create a future in the field of 
“information” and acquire knowledge to proactively prevent future problems. 
 
2. Definition and classification of “information literacy” 
 
2.1 Definitions of “information” and “information literacy” 
 
 Various definitions of “information” exist. N. Wiener, the founder of cybernetics, states “Information is a word that 
denotes the content that is exchanged between us and the environment when we adjust ourselves vis-à-vis the environment and 
influence it through this adjustment behaviour. By receiving information, we can adjust ourselves in accordance with unexpected 
changes of the environment and live effectively. In other words, information is needed to adapt to the environment. [2]” 
(Dictionary of Distribution) Moreover, the second edition of the World Encyclopaedia explains that “Information finds itself in a 
stage in which it can be objectively communicated and processed away from human beings. Although humans were originally 
responsible for communicating and processing information, the development of communication technology, computers and 
automatic control newly created the concept of ‘information’ just like material processing gave birth to the concept of ‘materials’ 
and the development of motors gave birth to the concept of ‘energy’ in the course of technology development. [3]”  
 Claude Shannon (1916–2001) developed the foundations for information theory that has been passed on until now, such 
as the definition of units of information by bit, calculation of the volume of information with the use of entropy, and coding and 
sampling theorems.  
 Since information itself is not visible, it can be expressed in various ways. Two scenes with the same amount of 
information convey different information depending on how the scenes are arranged and placed. Shannon also defines in detail 
 
 
* After it was recognized that problems are caused by messages that are read and ignored in social networking 
services, different stamps have been developed to be in such cases. 
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the way information is expressed mainly by quantifying it. Perceptions and ways of thinking based on information are 
indispensable to understand complex social systems. 
 This paper defines “information” as “what assigns meanings to all entities such as phenomena and events and 
communicates such meanings.” “Perceptions and ways of thinking based on information” are defined as “perceptions and ways 
of thinking that interpret and assign meanings to various phenomena and events and properly judge and process them according 
to the scenes in question. In addition, since literacy means the capacity to read and write correctly, “information literacy” is 
defined as “the capacity to acquire the perceptions and ways of thinking based on information, properly interpret and assign 
information to phenomena and events, and analyse, judge, express, and communicate such information.” [4] 
 
2.2 Classification of “information literacy” 
 
 On the basis of the definition of “information literacy,” the learning contents of current high school textbooks were 
classified using the text mining method. Consequently, the contents were classified according to the following four areas: 
“information and communication network,” “information and the media,” “information morals” and “expression and use of 
digital information” [4].  
 However, a drawback of the text mining method is that basic analysis, such as display of word occurrence frequency, 
may miss important words. Words with low occurrence frequency occasionally show important concepts. Furthermore, there are 
limits with respect to processing variations of words and synonyms. Expressions such as “write” and “hit” in the sense of sending 
emails are registered as such in a thesaurus; but these expressions may lack consistency in meaning in other contexts when they 
are processed with the text mining method. 
Therefore, to complement the text mining method, the classification was reconstructed using the method of 
developmental discussion proposed by Professor Norman R. F. Maier[5] of the University of Michigan, following the processing 
with the text mining method. Five researchers discussed the reconstruction for about six hours. After adjustments were made in 
the process of building an ontology, a new classification for information literacy was developed, comprising the following seven 
areas: “information and communication technology,” “information system,” “problem solving,” “information analysis,” 
“information morals,” “Operation and utilization of information devices,” and “history of information.” Figure 1 shows the rough 
correlations between the classification based on current textbooks and the new classification.  
 Given the trend that younger children are increasingly using information and communication devices, it was thought that 
it was insufficient to study information during one year in high school. Therefore, on the premise that information is learned over 
a period of 12 years, i.e., from primary to high school, the contents to be learned during one year were stretched out to over 12 
years in accordance with the current curriculum guidelines for high school “information”. Furthermore, in view of the situation 
that SNSs are becoming popular and the so-called Big Data Era has come, contents that are deemed required for this new era 
were added. The solid lines represent the contents that are currently taught and were moved to the new classification, whereas the 
dotted lines represent the areas that are hardly taught currently and consist mostly of new contents. In addition, the items without 
transition lines are the contents that are not currently taught and were newly added. 
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3. Development of ontology for information literacy 
 
3.1 About ontology 
 
While ontology is a philosophical term that means ontological theory, in the field of information science, Gruber (1993) 
[6] defines it as “an explicit specification of conceptualization” [7], and Mizoguchi (2005) [8] defines it as “what elucidates things 
from their origins with problem awareness about how human beings see the objective world and writes down such understanding 
to share it with computers and humans” [9]. Ontology does not merely define data structures; it aims to systematize cross-cutting 
knowledge by capturing and conceptualizing the essential nature of the object world [10]. 
Information and 
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3.2 Ontology in the area of “information analysis” 
 
Since various types of data are used for creating new businesses and establishing future societies in this era, it is pointed 
out that the importance of information analysis will increase [11]. While information analysis conventionally meant nothing more 
than statistically analysing data on spreadsheets, the spread of SNSs creates a tremendous amount of data these days, thus 
increasing the need for acquiring methods for information collection and new information analysis. To this end, it is necessary to 
first know what the data are and what their nature is, and subsequently learn methods for data collection, research, and analysis 
as well as for information expressions. 
 
 
Fig.2. Examples of ontology on “information analysis” 
 
3.3 Ontology in the area of “Operation and utilization of information devices” 
 
 The information devices, personal computers and tablets, smart phones, games, camera, video, and utilizing ICT etc., 
includes a variety of equipment.  In the information society, not only in computer operation, or taking pictures, filming and 
recording, in order to communicate, we need to use a variety of information devices. Figures 3 show the ontology type in the area 
of the Operation and utilization of information devices without hesitation in various situations. It is important to gain 
understanding of the usage of information devices and relevant concepts in the process of learning about information in other 
areas, thus going beyond operation training. 
 
3.4 Ontology in the area of “information system” 
 
An “information system” is defined as a concept that denotes an integrated system composed of “hardware” and 
“software.” Concrete examples of information systems include different types of database systems, car navigation systems, 
electronic commerce systems, and point of sale systems [12]. Among them, the “actions” necessary for using information systems, 
such as design, management, operation, and maintenance of systems, are defined for database systems. Similar definitions are 
deemed necessary for other information systems. 
 
3.5 Ontology in the area of “problem solving” 
 
We live our daily lives solving problems in scenes of leisure, life, and work; the problems include the order of 
attractions to visit in an amusement park as well as how to deal with mistakes at work. Terms related to such problems are 
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composed of ontology of “content,” “expression,” “selection,” and “order.” This ontology is closely related to the area of 
information analysis [13]. 
 
 
Fig.3. Examples of ontology on “Operation and utilization of information devices” 
 
 
3.6 Ontology in the areas of “information morals” 
 
 Information morals are indispensable for smooth communications with people and preventing cyber-crimes. The types 
of ontology in this area include “information security,” “nature of information security,” “methodology,” “information-related 
risks,” “technical measures of information security,” “law on information,” “compression,” “communication tools,” “primary 
information,” “DNS server,” “electronic commerce,” “anonymity,” “character code,” “user interface,” “behavioural criteria,” 
“personal information,” impediment removal,” and “problem cases”[14]. 
 
3.7 Ontology in the area of “information and communication technology” 
  
 Ontology in the area of information and communication technology consists of learning about relationships from a 
technical perspective and learning about components and methodologies in accordance with functions and purposes. We have 
roughly classified the content into the following five concepts: “information search,” “information sharing,” “information 
technology,” “communication,” and “network service.” 
 
3.8 Ontology in the area of “history of information” 
 
For ontology in the area of “history of information” communication-related terms have been classified. It is possible to 
conclude that the advent of electronic communication has significantly changed the range of information use. 
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Fig.4. Examples of ontology on “information system” 
 
Fig.5.  Examples of ontology on  “problem solving” 
 
4. Conclusions 
 
 The objectives of this study were to define what is “information,” clarify the concept of the capacity of reading and 
writing information (information literacy), and develop ontology for information literacy, which is necessary for everyone to 
create a future in the field of “information” and acquire the knowledge to proactively prevent future problems. We defined 
“information” as “what assigns meanings to all entities such as phenomena and events and communicates such meanings” and 
“perceptions and ways of thinking based on information” as “perceptions and ways of thinking that interpret and assign meanings 
to various phenomena and events and properly judge and process them according to the scenes in question.” In addition, 
“information literacy” was defined as “the capacity to acquire the perceptions and ways of thinking based on information, 
properly interpret and assign information to phenomena and events, and analyse, judge, express, and communicate such  
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Fig.6. Examples of ontology on “information ethics” 
 
Fig.7. Examples of ontology on “information and communication technology” 
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Fig.8. Examples of ontology on “history of information” 
 
information.” Among these definitions related to information literacy, it is considered most important to develop the “perceptions 
and ways of thinking based on information.” From the perspective of developing the “perceptions and ways of thinking based on 
information,” the ontology for information literacy developed in this study was roughly classified into “information analysis,” 
“Operation and utilization of information devices,” “information system,” “problem solving,” “information morals,” 
“information and communication technology,” and “history of information.” Because the field of information continues to evolve 
on a daily basis, it is insufficient to learn about it in terms of knowledge and to be able to express what has been learned. 
Certainly, those who have the “perceptions and ways of thinking based on information” can conceive new problem-solving 
methods and proactively avoid problems arising from the Internet when facing unknown issues. The characteristics of the 
ontology for information literacy developed in this study revolve around the fact that it was created for the type of education that 
develops perceptions and ways of thinking based on information and in consideration of the type of information literacy that is 
needed for the 21st century, in which information devices and artificial intelligence are advancing more than ever before. This 
ontology is meaningful as a basis for formulating an information literacy system, as we plan to propose a systematic curriculum 
on information literacy as well as associated education targets and methods for training and evaluation based on this ontology. 
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